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Secure messaging and collective action

• Online communication plays an important role in contemporary protest and activist
movements [HZ15; URW18; VV18; Tre20; ZAACR21]

• Today, secure messaging offers cryptographic powerful formal “end-to-end” guarantees

Confidentiality and
authentication

Forward secrecy
Post-compromise

security

• Yet, these protocols often miss to address “on-the-ground” requirements

• Remote message deletion, scheduled messaging, group polling can prove central to the use of
messaging by activists [Alb+21]
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Group messaging, a scenario

• You are an activist group trying to increase your reach to plan a demonstration

• You want to use group chats, provided by the most common messaging platform in your area

• You are particularly worried by anonymity, as the adversary may penalise individual members
taking part

“Closed” chat group

Admins manually invite users:

+ only invited people can see messages and
identities

- slow and difficult vetting of candidates

- significant time commitment for the admins

“Open” group

Admins publicly share a link for people to join:

+ anyone with the link can join the chat

- the adversary can easily join too
⇒ and deanonymise
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Group onboarding is outside of model

• Today, secure messaging “kind-of” assumes you know who you’ll talk to

• Messaging protocols do not capture user “reputation”

• Yet, measures of reputation [HZNR09] and privacy-preserving reputation schemes have
received significant attention [GG21]

Idea: could we integrate messaging with reputation systems?

• In most settings, infiltration of open groups is extremely likely

• Against nation-state adversaries, closed groups and lengthy in-person vetting may be
necessary [Alb+21]

• Against weaker adversaries, a relaxation of vetting requirements in exchange for a lower
admin overhead may be of use

Fernando Virdia Securing semi-open group messaging 4



Our attempt: to define a notion of “semi-open” group

• Assume a group is initially formed among a few trusted contacts
• A link to join the group is openly shared
• Whenever an external user E opens the link, in-group reputation of E among the users (Gi ) is
computed
▶ if “high enough”, E is added to the group automatically
▶ if “too low”, E is added to a waiting list to be vetted manually

• Can think of this as holding an election every time an external asks to join

Aim: useful

Practically
deployable

Clear security
guarantees
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Practical requirements

• Adoptable into existing messaging protocols without changes
▶ Single-server, no re-adding users from scratch, no GiB-sized key material

• User-interaction overhead should be kept to a minimum
▶ À la Whatsapp “Block this unknown contact? Yes/No”
▶ Only optionally more

• Voting/rating an external can happen at any moment
▶ You may meet E before any group was formed, and want to rate them

• Reputation can be computed (tallied) even if most group members are offline
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Security requirements

• Ideally the system should offer some amount of:
▶ vote confidentiality, unlinkability, integrity
▶ tally auditability

• Any party should be considered adversarial
▶ An external user may want to be included even with low reputation
▶ A group admin may want to be able to link votes and votees
▶ A server and a voter may collude to unfairly exclude a specific external user with high

reputation
▶ . . .

• Different parties should be allowed to collude

• Everyone contributes inputs, semi-honest security is not enough

Definitely an ambitious project, too good to be true? Where to start?
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Reputation systems

• Privacy-preserving reputation systems already exist in the literature

• Many are invoked to protect online stores from spam product reviews

• A couple address online communities: AnonRep [Zha+16] and PRSONA [GG22]

An outline of AnonRep/PRSONA

• Bulletin-board systems, where time is divided in epochs

• Under a pseudonym, users can post messages and vote on other users’ messages

• Periodically, a mix-net tallies votes, and updates user global reputation scores
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Not quite practical to “add” to (your fav protocol)

These systems require a mix-net, ring signatures, (partially-)homomorphic encryption.

• Multiple independent servers ∼ federation

• Authentication with anonymity is obtained by ring-signatures
▶ Signers need a list of every public key in the system
▶ Likely impossible with millions of users

• Partial-homomorphic encryption of feedback limits the kind of tally functions

• Reputation scores are global, do not capture group composition

• Provable guarantees are unclear

Our approach: let’s try rolling our own crypto
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• To argue security: ideal functionality + simulation-based proofs.

• So far: sketch-proofs under various combinations of two colluding parties.

Three main obstacles

1. Collusion between parties

2. Achieving malicious security
▶ Requires group members to be online to check protocol execution
▶ We assume they should be able to be offline (contradiction?)

3. Role-fluidity of the adversary

Let’s look at some examples of what can go wrong.
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“Group member + external” collusion

• Chat content can be trivially leaked

• May still want to protect anonymity of
vote-on-external

Role fluidity

• If “E + X” collude and E gains access as
Gi , they become “E + X + Gi”

• Could be used to deanonymise votes

• Likely requires “ratcheting” to address

• Does this affect other protocols? Meshes?

Malicious security

• Most group members assumed to be offline

• Hence unable to check correct protocol execution, e.g. their vote could be ignored

⇒ Make transcript checkable when back online: “checkable semi-honest”

• If server or admin misbehave, blow the whistle and hope for external incentives

• Online parties can instead abort rather than callout ⇒ malicious security if all online
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Current limitations

• Currently relies on the “WIP conjecture” (ie, no mistakes)

• During intersection, anonymous vote plaintexts are recovered

+ Compatible with any tally function
- No vote confidentiality, at most anonymity

• Only tolerates collusion of up to two parties

• “Reputation hacking” likely inevitable
▶ Similarly to MPC, the protocol is cryptogrpahic, the Tally function being evaluated isn’t
▶ What is the most “resilient” Tally function is unclear [HZNR09]
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Conclusion

• Reputation in messaging systems presents interesting challenges

• We see this as an example “fine-grained cryptography” [Ros20],
▶ Somewhere between semi-honest and malicious
▶ Somewhere between no security and resistance to NSA-level adversary

• This functionality could be of use in some “weak-adversary” activist settings

• We attempt to give a solution with provable guarantees, eprint soon

Thank you

fernando@fundamental.domains
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